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e Lobgermbycmo Lgégoligdel Bmmbmgbal gme8otrgde

e obobgembyemo Lgegoligdol Bmmbmgbol gam&datrgos

¢ LgEm0a0 30000 s7mgbmnagazdgdnmmo Lgegoligdol godmygbgde

¢ bgm8mBg&ol 3o .NET gotrg8mdo

e gm0 Gomd3 E3mhgde 39bgéotgdyeme XML-o o odybrogds 3olybo
*  bgem3mBgéol 3meoo Java gotrgdmdo

Lbebgembymo bgegobgdal dmmbmgbols gm&Botrgds

Lebgémbyamo Lggoligdal Bm&Gdatrgdel EGML sy3ommgdgmmas go3mge:
1) 6Gmdgem bdoggbhmb dogdotmogen
2) 3embob bobgeme
3) <Message> ¢h930b 8ogboos Looggbhmb Bagé Rodmysemadgdnemmo XML ggamgdel
3609d3b6g9ammdo oo 893Ugdel mogaligdyGgdgdo

> 85350m003d0 Goéamqagso@oo CRA -b b363obob 358mdobgdal gmgoremde

<?xml version="1.0" encoding="utf-8"?>
<GovTalkMessage xmlns="http://www.govtalk.gov.uk/CM/envelope">
<EnvelopeVersion>2.0</EnvelopeVersion>
<Header>
<MessageDetails>
<Class>CRA_GetPersonInfo</Class>
<Qualifier>request</Qualifier>
<Function>submit</Function>
<CorrelationID></CorrelationID>
</MessageDetails>




<SenderDetails>
<IDAuthentication>
<SenderID>DEA</SenderID>
<Authentication>
<Method>clear</Method>
<Value>******¢ /Value>
</Authentication>
</IDAuthentication>
</SenderDetails>
</Header>
<Body>
<Message xmlns="urn:g3.ge:envelope:request:v1l">
<Header>
<Signature />
<Vendor version="700" productName="SAP R/3" />
</Header>
<Data gzip="no" encrypted="no">
<Request xmlns="urn:g3.ge:cra:call:GetDataUsingPrivateNumber:v1l">
<Parameters>
<PrivateNumber>0101010101011</PrivateNumber>
</Parameters>
</Request>
</Data>
</Message>
</Body>
</GovTalkMessage>

030006080300:

domomgdnen (h9398d0 3go3Lgo NAOEmE g39bo MEZObaBs300bmgal gedmymagaemo gdoyborol
dmbs|3939%0:

<IDAuthentication>
<Sender‘ID>>8m8b80c4>32>Q)nb Lobgemo</SenderID>
<Authentication>
<Method>clear</Method>
<Value>3stmemo</Value>
</Authentication>

1: <Class>CRA_GetPersonInfo</Class> — 3003333@ 03630 3000000363@00 0d
Lgég0Lob Lobgemo 6oboy godobgdon, 53 398mbgggedo Lodsgommommeo go8mygbgdnemos
Lg30LgBaL gobgomvEgdoL Ldoggbhmb germ-gema Lgégolol Lvbgemo.

2 : <Message> — OSaob 306500') 60l booagsm@mb 3086) 806[).)3@36)'3@0 8‘)@‘)[")3880
306)03306860, 60083@03 506800@8350@00 b@énd@néo%abn@o Loboon, l)E';ooo/og@ 9
dmbo(399900L boagndggemBg bogds 3obnbal odybgds.

3 : <PrivateNumber>01010101011</PrivateNumber> — 3(\03333@ 38@30 330’)0008?)0)
03 306000 b8, 60893 33LyeL 0bogmEBoz00L Bocgde.
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0[505{160053@0 baésobabob 3oombm350b 03006306360

sLobgembyme bgégabgdol godmdobgds 967 Request XML-ob gzeéotogdo
36003600 56 gobLbgoggds Lebdembyemaligsb (Bogommamo ebacmge 1-2 3396dyg).
a96Lbgog985> Bmmmmeo 3olybol ogdel &ML s 8ol ¢ggdbo3030s. Lobdémbyemo
Lgégobob 3gdorbggaade godmdobgdel 3g8cgmd dyabagésce beogds 3obybols
odG7bgdo(response), beemem sLobgérmbyemol Lgtagolol ML dmabmgbody
630@360 3olybols 803036)0@ 66:35@360 9.6. “acknowledgement”, 3sLybols
dobogdoce oy30emgodgemos benésgbn@o XML-0coob 8ocrgeneme ,CorrelationID*-
00 13000 30U7bol Bogds, ©debivogel 1339 boinémo dm(399ncm 60033@033 URL-
83 3.5. »poll® 3ooooboo350ls 80880350.

1) https://test.submission.e-government.ge/poll - boésbém 8063300

2) https://submission.e-government.ge/poll - 630@360 8063300

»POI1* 8cmobegbal 35385960l 39dcogz™d oy 0903635090 obgg 9.6. “acknowledgement”,
g.0. 3obybo 336 o6 560l 38oc0, boremm oy @6636@ »~response” gb 6086ogL 6mI
630@360 3olybo b863obob dm3B6meogdemaligob Bocmgonemos.

9398m0 boBggbgdas abosdémsgm bgésob%g 803060030[) d93cog™md Qobt‘:gsgbg@o

9.6. “acknowledgement”

<?xml version="1.0" encoding="utf-8" ?>
<GovTalkMessage xmlns="http://www.govtalk.gov.uk/CM/envelope">
<EnvelopeVersion>2.0</EnvelopeVersion>
<Header>
<MessageDetails>
<Class>RequestAsync</Class>
<Qualifier>acknowledgement</Qualifier>
<Function>submit</Function>
<TransactionID />
<CorrelationID>7AEE60FF723247D487B013100F0C6163</CorrelationID>
<ResponseEndPoint POIIEREERVAISNE8">https://test.submission.e-
government.ge/poll</ResponseEndPoint>
<GatewayTimestamp>2015-05-14T13:23:12.869</GatewayTimestamp>
</MessageDetails>
<SenderDetails />
</Header>
<GovTalkDetails>
<Keys />



https://test.submission.e-government.ge/poll
https://submission.e-government.ge/poll

</GovTalkDetails>
<Body>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#" Id="Acknowledgement">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-
cl4n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-
sha256" />
<Reference URI="#gg.properties"
Type="http://www.w3.0rg/2000/02/xmldsig#SignatureProperty"”>
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />

<DigestValue>46UtWvB3hLr6obY7jc1INEDbA4rtPhwdUQGKG1+mAUSQ=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>NfioNdeZr8GTtP1G5s75RSiZ7f018Z1PJP1ly7cbN2Fw==</SignatureValue>
<Object>
<SignatureProperties Id="gg.properties">
<SignatureProperty Target="#Acknowledgement">
<TimeStamp xmlns="urn:gg:ts.v2">2015-05-14 01:23:12</TimeStamp>
</SignatureProperty>
<SignatureProperty Target="#Acknowledgement">
<CorrelationID
xmlns="urn:gg:ts.v2">7AEE6OFF723247D487B013600FOC6163</CorrelationID>
</SignatureProperty>
</SignatureProperties>
</Object>
<Object>
<SignatureProperties Id="gg.x509">
<SignatureProperty Target="#Acknowledgement">
<SignerCertificate
xmlns="urn:gg:ts.v2">MIIFmDCCBICgAwWIBAgqsUASd/KghgQb89Cg=</SignerCertificate>
</SignatureProperty>
</SignatureProperties>
</Object>
</Signature>
</Body>
</GovTalkMessage>

1: RequestAsync - bgégobob 350 ;aqggém bbnggo
2 : 7AEE6@FF723247D487B013100F0C6163- 0006mbgdnemo “CorrelationID”

(9o ;agggt‘m 5003360) &aobo 39dmyqbgéomos 398cogmd gombemgon
bgéqobob dm3Bemrogdemoaligob 3olinbl.

3: >- doo(398n0mo 860d369cmmds- ,,60* gosbo&ﬁgéogb
oY 603(9350 Bo9als 3363 1bcod 8mgobroobmom bgemoboemo 30306)0030

(323992009L ,,poll” dmembemghs) oy 3obyboe >0 Qobégﬁgo.

4: https://test.submission.e-government.ge/poll - URL-o t‘moagqg%g(;
16000 350385360l “poll” gbago 3obnbol coolivdénbgdemaoco.

LgergoLgdol goBmygbgdol 8m 3amyg 0blhEydies |
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9960d360: SLebgermbyem/Lebgermbyem bgégalidg 80ds&mgaliorgol ( dmmbmgbals
eobo3mbddce ) oboemge 9 gggécen

> d398mo boBggbgdas oboGdémGQQo bgégobob 399mygbgdobols, 9.6. ,poll” dgbotols

(:3006306360[} 3535emomo

<?xml version="1.0" encoding="utf-8"?>
<GovTalkMessage xmlns="http://www.govtalk.gov.uk/CM/envelope">
<EnvelopeVersion>2.0</EnvelopeVersion>
<Header>
<MessageDetails>
<Class>RequestAsync</Class>
<Qualifier>poll</Qualifier>
<Function>submit</Function>
<CorrelationID>7AEE60FF723247D487B013100F0C6163</CorrelationID>
</MessageDetails>
<SenderDetails>
<IDAuthentication>
<SenderID/>
<Authentication>
<Method>clear</Method>
<Value/>
</Authentication>
</IDAuthentication>
</SenderDetails>
</Header>
<Body/>
</GovTalkMessage>

1: Requestasync - Lg&golbob 1bo 300m1&o bobgemo
2: 7AEE6OFF723247D487B013100F0C6163- 9.6. “acknowledgement”-coob

QobégSgbgqgo “CorrelationID” (360 30Q336m Sooagt‘m) ol Sobgggoooo(;

g00mbmgon bgé)gobob dm3dBmcogoemoaligob 3olibl.




bsémooso 300000 cumasmoosoeoéabn@o bsésobsbob aoamsas'tﬁm

dm(3gdyemo bat‘:mooso 3o(hob godmygbgds 56 >6oly bogoemeogdyemem ooy booggbhym N
ombmgl bgémooso 3o(hoo 53@8«:6360@ “Request“-l, bsémoo?,o 3°(hob godmygbgdoa
booggbhye onSGmoo_goBoégbb 30035306333@[} 1350mece booggbhmbenob 303060030[)
6H®L. gmgommdde s6Lgdnmo <Message> (h9g0b 8ogboo s@ligdnem 3mbo3gdgedg
bgécoooso 3ohoon bg@3m636ob ommb OY30ENYOGI0D GO3PYO? émI:

1) Lgeomaoznzohlb gobizgdl ydndemmmee bgégobol 3m8bmepgdgemo

2) bgem3mBgemodcog Data ¢yogol dgdcogg b Boodshymor Thumbprint gemgdgbdo
ém3cemob 360dgbgmmmdo(y 0gdbgds 03 Lgéhooze 3odol Thumbprint Gemdemoemoy nbod
396mbm309emegh bgemdmbgo.

3) 3v3398bmm (o3mbma) Jmemosbo Bomgdyme (Lghmonze 3odh0e bgemdmBgéacmo)
XML-o

3°00g35c0lbobgon:

oébabmbb boémn@aabo, 600@3[503 l5363ol)ol) 30035306333@0
dmmbemgbol gené3d06gdal @b bgem8mbBgéol PHP go6g3m8o
30@05938¢b, oaod)ooa amoso%mboo o@¢3660¢030b, 33d350m 230 3o30°
06 bgégalo (C# o6 Java gocrgdmde) oo 0lg dmobobmae dmmbmgbodg
bgemdmBges. bgemdmBgols 3caco0 ob. (33.7 - 33.10)

> d398m0 boBggbgdos Ligeomona3oh0om bgemBmBgéacmo Request gmgomgol-obs

<Massage> —@gaob 3030003[)0.

<Message xmlns="urn:g3.ge:envelope:request:v1i">
<Header>
<Signature/>
</Header>
<Data gzip ="no" encrypted ="no">
<Request xmlns="urn:g3.ge:cra:call:GetDataUsingPrivateNumber:v1i">

° LgergoLgdol goBmygbgdol 8m 3amyg 0blhEydies |
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<Parameters>
<PrivateNumber>01010101011</PrivateNumber>
</Parameters>
</Request>
</Data>
<Thumbprint>0123456789012345678901234567890123456789</Thumbprint>
</Message>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0org/TR/2001/REC-xml-cl4n-
20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>0IddYaU4WSUMrhTIwZmzQ8IhxAU=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>o/JR657t5TpoqGOZI/wum7S3nBxqE8M1Wzcp+B+1ha3wuQvV5d1MmMbCKn63C5mg0
08MS@RU5ZX1/hTPQOgWxcOqrhpM/Hi3ikphQ2aS7whvknQAHy1D/RbgwlNbewAsLCp5rGFEK/gZVClh/
on7GAIO80n9foe/qpB4EOW15x4IMG8G6ERk8N7+f1mopC7sPLCc7En8Xb42PnCYOPPzsuqI8cMGDloc+
iPZVULtheTxRiUqoJkWkPwvx@QXP7YCNRoOMmyrZYd7KETD7/021k14PU/cFe40Kv/aBlakx0tWyQdsw
/mjodgK6jBuwDNYB1ldWvP4FJY93aGout39aeCw==</SignatureValue>

</Signature>

bgemo 16> 3mgBgéml Request gmgoreagal Body boBacmb oo olg
an3ml§¢ml§ bob033o30, d333mm 3003333@00 J™©o 6)0033@03 33333005000
b@gba Request XML-ols ngamsgéb, 300@0[) 3030093638.)3@3 0330@353@0\)
20bbhomatgdnmo oymb Lgemoaago ot - ,TrustedPeople®
3°bymazoemgoodo

> bs@&’ogaéob 300 C# 3a633m30

ba@Smsaéobmsob 0330@353@0 Boqumma 3330:

using System.Security.Cryptography.X509Certificates;
using System.Security.Cryptography;

using System.Xml;

using System.Security.Cryptography.Xml;




3(')@0:

static void Main(string[] args)
{

X509Certificate2 certificate = new X509Certificate2();

X509Store store = new X509Store(StoreName.TrustedPeople,
StoreLocation.CurrentUser);

store.Open(OpenFlags.OpenExistingOnly);

var c = store.Certificates.Find(X509FindType.FindByThumbprint,
"c54f666d707001e7w4Adbd9c2daa56ac729d89820" ,false)[0];

XmlDocument xmlDoc = new XmlDocument();

var XmlToSign = new XmlDocument();
XmlToSign.LoadXml(xmlDoc.DocumentElement[ "Body"].OuterXml);

SignedXml signedXml = new SignedXml(XmlToSign);
signedXml.SigningKey = c.PrivateKey;

Reference reference = new Reference();

reference.Uri = ;

XmlDsigEnvelopedSignatureTransform env = new
XmlDsigEnvelopedSignatureTransform();
reference.AddTransform(env);

signedXml.AddReference(reference);
signedXml.ComputeSignature();
XmlElement xmlDigitalSignature = signedXml.GetXml();

xmlDoc.DocumentElement[ "Body"].AppendChild(xmlDoc.ImportNode(xmlDigitalSignature
» true));

xmlDoc.Save(@"signed.xml");

Console.WriteLine("Finish");

Console.Read();

1: "c54f666d707001e7w4dbd9c2daa56ac729d89820" — Boéoaggémg

oc00g13990 Bggbo Lgomoaa 3040l Thumbprint 360dgbgememdols
5_:_“— 306099hGoc0 gocoogsgder Request
XMIL-b &08g;3 33bnéb bgemBmba&o

3: xmlDoc.Save(@"signed.xml"); - 803003030@0 ng?aoOGQt‘mQ?o XML
o 378960

LgergoLgdol goBmygbgdol 8m 3amyg 0blhEydies |
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330000@0 600003 @bome@sba 6353606363@0 XML-o0 oo @6636@3&
3olybo

amgomgdol dogorogbob 03600306330[) 399303 o730emgdgemod dogdyemo
XML-0 go353858b6m0 (coog3mbhmm) sctgbogorob 3olybal Bocrgdols 56
3360@00@ boogmbhmbongals 060300630300[) dobmogdol doBboon.
9398m0> dm393nemad ob 8germcee 600)03 beogdo 1339 g0d8ogeneme XML-ob
35389360 (8gmmeen BgGamos C# 3Gmg@modym gbody)

> 390000@0

public static string Submit(XmlDocument GovTalkMessage, string URL)
{

HttpWebRequest Req;

HttpWebResponse Resp;

Req = (HttpWebRequest)WebRequest.Create(URL);

Req.Method = "POST";

Req.ContentType = "text/xml";

StreamWriter streamW = new StreamWriter(Req.GetRequestStream());
GovTalkMessage.Save(streamh);

streamW.Close();

Resp = (HttpWebResponse)Req.GetResponse();

Stream respStream = Resp.GetResponseStream();

StreamReader streamR = new StreamReader(respStream,
System.Text.Encoding.GetEncoding("utf-8"));

string ResponseText = streamR.ReadToEnd();

streamR.Close();

Resp.Close();

return

}

1: GovTalkMessage —35603qhGoco 3ocodg3930 33gocmeme 0d XML-b
6|3 Eog30mEGIocgem

2: PRE - 356039d&o0 30003139300 cmab 3L bocodys 36cod dmbeogl

93mlihao.
% - 3303616530 Jlimbls XML bisboos

7 63560851300b 56 2oc00g30 IP obodoegdo Locod Request XML-b cos3ealihogl,

99 398:b2qe530 Jmbopgdms 2o 0l Looaqbhmb 0boyGobhé &ob 006 330

3qlodemadqemod 208myqbadnem odbqls

1) https://submission.e-government.ge/submission — ogéaeaceog3gbo (cmo0g3)
Lgé39689 co3mbihgo



https://submission.e-government.ge/submission

Y

2) https:/test.submission.e-government.ge/submission  — bogyglheo

3063300%3 o3mbhgo

bgem8mBgals 30000 Java gotg8mdo

ba@i)mﬁaéobmaob omgoq;abaqm bob@omma 3360:

BufferedReader;
ByteArrayOutputStream;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

3(’0@0:

java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

javax.

javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.

io.
io.
io.
io.
io.
.OutputStreamiWriter;

io

io.

util.
util.
util.
util.
util.
net.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
xml.crypto.
parsers.DocumentBuilderFactory;
.OutputKeys;
.Transformer;
.TransformerFactory;
.dom.DOMSource;
.stream.StreamResult;

xml.
xml.
xml.
xml.
xml.
xml.

File;

FileInputStream;
FileReader;

StringReader;
net.URL;
security.KeyStore;
security.PrivateKey;
security.cert.X509Certificate;

transform
transform
transform
transform
transform

Collections;
Enumeration;
Scanner;
logging.Level;
logging.Logger;
ssl.HttpsURLConnection;
dsig.
dsig.
dsig.
dsig.
dsig.
dsig.
dsig.
dsig.
dsig.
dsig.

CanonicalizationMethod;
DigestMethod;
SignatureMethod;

SignedInfo;

Transform;

XMLSignature;
XMLSignatureFactory;
dom.DOMSignContext;
spec.C1l4NMethodParameterSpec;
spec.TransformParameterSpec;

org.apache.commons.codec.digest.DigestUtils;
org.w3c.dom.Document;
org.w3c.dom.Element;

org.w3c.dom.Node;

org.xml.sax.InputSource;

public class App {

private static final Logger logger = Logger.getLogger(App.class

// DEA endpoint url

.getName());

\3
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private static final String ENDPOINT_URL = "https://test.submission.e-
government.ge/gg/submission”;

// path to govtalk message xml to sign

private static final String TEMPLATE_2_ SIGN = "/path/to/template/file";

// path to SDA provided PKCS12 keystore file

private static final String KEYSTORE_FILE = "/path/to/keystore/file";

// SDA provided PKCS12 keystore file password

private static final String KEYSTORE_PASS = "***xx*",

public static void main(String[] args) {
try {
// init
File templateFile = new File(TEMPLATE_2_SIGN);
File keystoreFile = new File(KEYSTORE_FILE);

CertManager certManager = new CertManager(keystoreFile,
KEYSTORE_PASS) ;

DocumentBuilderFactory docBuildFac =
DocumentBuilderFactory.newInstance();
docBuildFac.setNamespaceAware(true);

TransformerFactory transFac = TransformerFactory.newInstance();

// get govtolk message and add Thumbprint element to Message element
String xmlString = "";
try (BufferedReader reader = new BufferedReader(new
FileReader(templateFile))) {
String line;
while ((line = reader.readLine()) != null) {
xmlString = xmlString + line;

}

}

Document xmlToSign = docBuildFac.newDocumentBuilder().parse(new
InputSource(new StringReader(xmlString)));

Element thumbprintElem = xmlToSign.createElement("Thumbprint™);

thumbprintElem.appendChild(xmlToSign.createTextNode(certManager.getThumbPrint()))

B

xmlToSign.getElementsByTagName("Message").item(0).appendChild(thumbprintElem);

// get govtalk message Body element, convert to string,

// replace all spaces and newlines and convert to document

String xmlBodyString;

try (ByteArrayOutputStream os = new ByteArrayOutputStream()) {
Transformer trans = transFac.newTransformer();
trans.setOutputProperty(OutputKeys.OMIT_XML_DECLARATION, "yes");
trans.transform(new

DOMSource(xmlToSign.getElementsByTagName("Body").item(@)), new StreamResult(os));

xmlBodyString = new String(os.toByteArray());
xmlBodyString = xmlBodyString.replaceAll("\n", "");
xmlBodyString = xmlBodyString.replaceAll("\\s+<", "<");
xmlBodyString = xmlBodyString.replaceAll(">\\s+", ">");




Document xmlBodyToSign = docBuildFac.newDocumentBuilder().parse(new

InputSource(new StringReader(xmlBodyString)));

// sign Body document and copy it's Signature element to govtalk

message document

signXml(certManager, xmlBodyToSign.getDocumentElement());

xmlToSign.getElementsByTagName("Body").item(@).appendChild(xmlToSign.importNode(x
mlBodyToSign.getElementsByTagName("Signature").item(0), true));

// convert signed govtalk message document to string

String request;

try (ByteArrayOutputStream os = new ByteArrayOutputStream()) {
(transFac.newTransformer()).transform(new DOMSource(xmlToSign),

new StreamResult(os));

request = new String(os.toByteArray());
}

// send request to dea
logger.log(Level.INFO, "\n\n\n\n\n{@}\n\n\n\n\n", request);
String response = sendRequest(ENDPOINT_URL, request);
logger.log(Level.INFO, "\n\n\n\n\n{@}\n\n\n\n\n", response);

} catch (Exception ex) {
logger.log(Level.SEVERE, "main", ex);

}

}

private static void signXml(CertManager certManager, Node node) throws

Exception {

// create xml signature factory
XMLSignatureFactory fac = XMLSignatureFactory.getInstance("DOM");

// create reference
javax.xml.crypto.dsig.Reference reference
= fac.newReference(

fac.newDigestMethod(DigestMethod.SHA1l, null),

Collections.singletonList(fac.newTransform(Transform.ENVELOPED,
(TransformParameterSpec) null)),

null, null
)s

// create signed info
SignedInfo signedInfo
= fac.newSignedInfo(

fac.newCanonicalizationMethod(CanonicalizationMethod.INCLUSIVE,
(C14NMethodParameterSpec) null),

fac.newSignatureMethod(SignatureMethod.RSA_SHA1l, null),
Collections.singletonList(reference)

)5

// sign xml document
DOMSignContext domSignContext = new

DOMSignContext(certManager.getPrivateKey(), node);

XMLSignature xmlSignature = fac.newXMLSignature(signedInfo, null);
xmlSignature.sign(domSignContext);
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}

private static String sendRequest(String urlStr, String xmlMessage) throws
Exception {
// Construct data
String data = xmlMessage;

// Send data
URL url = new URL(urlStr);
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();
conn.setDoOutput(true);
conn.setRequestMethod("POST");
conn.setRequestProperty("Content-Type", "application/x-www-form-
urlencoded; charset=utf-8");
conn.setRequestProperty("Content-Length", "" + data.getBytes().length);
try (OutputStreamWriter wr = new
OutputStreamWriter(conn.getOutputStream())) {
wr.write(data);
wr.flush();

}

// Get the response
StringBuilder responseBuilder = new StringBuilder();
try (Scanner scanner = new Scanner(conn.getInputStream(), "UTF-8")) {
String line;
while (scanner.hasNextLine()) {
line = scanner.nextLine();
responseBuilder.append(line);

}

return responseBuilder.toString();

}

class CertManager {

private static final String KEYSTORE_TYPE = "PKCS12";
private final PrivateKey privateKey;

private final X5@9Certificate cert;

private final String thumbPrint;

public CertManager(File keyStoreFile, String keyStorePass) throws Exception {
// init keystore
KeyStore keyStore = KeyStore.getInstance(KEYSTORE_TYPE);
try (FileInputStream fis = new FileInputStream(keyStoreFile)) {
keyStore.load(fis, keyStorePass.toCharArray());

}

// get private key

Enumeration<String> aliases = keyStore.aliases();

String alias = aliases.nextElement();

KeyStore.PrivateKeyEntry keyEntry = (KeyStore.PrivateKeyEntry)
keyStore.getEntry(alias, new
KeyStore.PasswordProtection(keyStorePass.toCharArray()));

privateKey = keyEntry.getPrivateKey();
cert = (X509Certificate) keyEntry.getCertificate();




}

thumbPrint = DigestUtils.shaHex(cert.getEncoded());

public PrivateKey getPrivateKey() {

}

return privateKey;

public X509Certificate getCert() {

}

return cert;

public String getThumbPrint() {

}

return thumbPrint;
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