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On Cyber Security

Armenia intends to enhance its cyber security capabilities, including by improving protection of critical infrastructure and information systems against cyber attacks. 

1.5
cyber defence

	Objectives

Actions
	Armenian Objectives

Specific national measures

	1.5.4
	Enhance Armenia’s cyber security capabilities.

	Action 1
	Study the best practices of partner countries with the aim of elaboration of the Republic of Armenia’s main objects of cyber defence, the resources (powers and methods) necessary for cyber security, concrete procedures for policy implementation, relations between government and private sector, the ways of elaboration and establishment of cyber security norms, security rules, legislative mechanisms, the mechanisms of compatibility.

	Action 2
	Establishment of network monitoring systems in NSS of Armenia, as well as elaboration of identified threats response procedures in order to detect and warn cyber security threats. For that purpose improvement of professional resources opportunities and technical upgrading.

	Action 3
	Provide methodical, professional manuals and other relevant materials to the Armenia’s cyber security state agencies and relevant departments.

	Action 4
	Organize professional trainings for employees of Armenia’s cyber security departments.

	Action 5
	Harmonise national legislation of Armenia with international legal norms addressing the cyberspace.

	Action 6
	Develop cyber defence capabilities of MoD, in cooperation with international partners, including NATO.


